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1 SHARED RESPONSIBILITY MODEL

The following model outlines the levels of responsibility, usage and management of Cloud services, shared

between the provider (Aruba Group) and the customer.

It is mistakenly assumed that using a Cloud service means that the provider is responsible for any problems which

may arise, be they technical, legal or security-related.

As illustrated in the model below, the provider is not responsible for the handling and classification of data. The
distinction between sensitive and publishable data, for example, is the sole responsibility of the Customer. On the

other hand, the Customer bears no responsibility for the physical security of the Cloud infrastructure.

Further to these distinctions, it is common to speak of security “of” the Cloud and “in” the Cloud.

Security “of” the Cloud is the responsibility of the provider and covers all aspects relating to the protection of the

infrastructure (data center) from which the service is delivered.

Security “in” the Cloud is the Customer’s prerogative. Cloud services provided by the Aruba Group are provided

laaSand, as such, require the Customer to handle configurations, management and verification of security.
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